
Gr o w i ng  u p i n Mer t o n - Being safe in the online community

Key 
Wor ds 

E-Saftey - Strategies and 
systems to help people stay safe online

The big ideas 
here are: 

Community and 
Character

1. Don?t post any personal information 
online ? like your address, email 

address or mobile number. 

2. Think carefully before posting 
pictures or videos of yourself. Once 

you?ve put a picture of yourself online 
most people can see it and may be able 

to download it, it?s not just yours 
anymore. 

3. Keep your privacy settings as high 
as possible. 

4. Never give out your passwords. 

5. Don?t befriend people you don?t 
know. 

6. Don?t meet up with people you?ve 
met online. Speak to your parent or 

carer about people suggesting you do. 

7. Remember that not everyone online 
is who they say they are 

8. Think carefully about what you say 
before you post something online. 

9. Respect other people?s views, even 
if you don?t agree with someone else?s 
views doesn?t mean you need to be 

rude. 

10.If you see something online that 
makes you feel uncomfortable, unsafe 
or worried: leave the website, turn off 
your computer if you want to and tell a 

trusted adult immediately.

10 St r at egies f or  
st aying saf e 

onl ine

Onl ine 
Behaviour  & 

The Law 

 The Computer Misuse Act 
1990  says you can?t impersonate 

or steal someone else?s identity 
online. This means that writing a 

status on social media pretending to 
be your friend is technically against 

the law as it creating fake profiles or 
websites.

It is a criminal offence under the 
Communications Act 2003 to send 

messages using any public electronic 
communications network, such as Twitter 
or Facebook, which are grossly offensive 
or of an indecent, obscene or menacing 

character.

 It is a criminal offence under 
the Criminal Justice and 
Courts Act 2015 for 
someone to disclose private 

sexual images of you online or 
offline without your consent 
with the effect of causing 
you distress. This is more 

commonly known as ?revenge 
porn?.

There are a range of other 
offences which the police can 

investigate including harassment, 
harassment when someone fears 
violence, and stalking under the 

Protection f rom 
Harassment Act 1997.

If  you 
believe you have 

been the victim of  a 
crime screen shot the 
evidence and speak 

to the police.

Risks 
Onl ine

Gr ooming 
When someone uses the 
internet to trick, force or 

pressure a young person into 
doing something they wouldn?t 

normally do, this could be sexual 
behavior or radical beliefs.

Hacking 

Gaining access to systems 
and computers which you 
do not have permission to 

access. Can be for 
malicious purposes.

Cyber  Bul l ying 
The use of electronic 

communication to bully a 
person, typically by sending 

messages of an intimidating or 
threatening nature

Your digital footprint is the information about you that 
exists on the internet as a result of their online activity. It 
can not be deleted. A person's digital footprint cannot be 
deleted and can be accessed at any time through a simple 

social media or search engine search.

To make sure that you leave a good digital footprint, ask 
yourself the following questions: 

Your  Digit al  
Foot pr int  

Would you want your 
grandmother to see it?

Do you really think that is 
private? Just because your privacy 
settings are high doesn?t mean that 

someone else can?t repost or 
screenshot what you have posted.

Would you say it to 
someone's face? If you 

wouldn?t say it to someone face, don?t say 
it online. Portray yourself in a positive 

way as this may be seen by future 
friends, partners or employers.

Is this your work to 
publish/use? Reposting or 

using someone else's work if fine if 
you credit the original owner 

creator. If you don?t it is 
plagiarism Would you want 

someone to do it to 
you?

Click links with 
caution. Social media 

accounts are 
regularly hacked.

Be selective with 
friend requests. If you don?t 

know the person, don?t accept 
their request. It could be a 

fake account.

Report any 
inappropriate 

behavior to the site 
you are on.

While we all live or go to school in the community of Merton, now we have technology and social media our 
community is also an online community. In this unit of work you will learn your rights, responsibilities and 

opportunities online. It is vital that we know what the risks are when we are online online and what to do 
to get support if we need to. 

Digital Citizenship - 
Accepted ways on behaving whilst engaging 
in online activity.

Digital Footprint - 
The information about a particular person 
that exists on the internet as a result of 
their online activity. It can not be deleted.

Social Media - Websites 
and applications that enable users to create 
and share content or to participate in social 
networking.

Grooming - When someone 
uses the internet to trick, force or pressure 
a young person into doing something they 
wouldn?t normally do, this could be sexual 
behavior or radical beliefs.

Hacking - Gaining access to 
systems and computers which you do not 
have permission to access. Can be for 
malicious purposes.

Cyber Bullying - The 
use of electronic communication to bully a 
person, typically by sending messages of an 
intimidating or threatening nature

Bullying - Bullying is the 
repeated and intentional behaviours which 
cause harm to another person, either 
physically, emotionally or psychologically.
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